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1. P e7sPURPOSE

FRREFIETAL }_%‘/— JOSLER f HANTRARR R 2 4 Ji}
’#’ﬁ“?i}i‘?e,; BN R RERENZE DR PENA
E‘;“.%E“*?”‘i?i%@ﬂ iy pmpﬁﬁfﬁ‘ * % RT -~ Bk e
HILE R kE o EFREL P EDFFYEL P o

In response to the requirements of the information security management system, Shangquan
Optical Fiber has strengthened the security and protection capabilities of data, information
systems, equipment and network communications in terms of process systems, legal compliance,
personnel training and technology application, effectively reducing the risk of human negligence,
intentional or natural Risks such as theft, improper use, leakage, tampering or destruction of
information assets caused by disasters, etc., to ensure the commitment to shareholders and
customers, and to achieve the purpose of ensuring the company's continued business operations.

[}5- A ﬁe,xl&ﬁ; ?ijbt‘
—)ﬁ) K%‘I{«r—]'{;ﬁu:\‘
CRBIRE D G 0 R

2. §# FISCOPE
21 2@ F#H% 2 ¥ 242 (ISMS) Company Information Security Management
System (ISMS):

A sk

“ridk & 40 [F] % i * 2 ° This applies to all areas covered.

AL PRRERAGRGF LD 2ZHAE > AEHFT 0 3 AR A EESE AN .
ROl b G :'rTH-?k@ S e A e R
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2.2. FA% > F =% F145% ¢ =% 7 Information security management covers 14
management matters:

WLFA A FAS AT EFF  ERFTHEF G Y BIE - R BUR
EHREF2 O OHIPFREFETRLLGE BT c FREA T
Avoid improper use, leakage, tampering, destruction, etc. of data due to factors such as
human negligence, intentionality, or natural disasters, which may bring various possible
risks and harms to the company. Management matters are as follows -

221 FH & 2T 2 H %2 T
Formulation and evaluation of information security policies

222 FE > BiF oL

k4

Responsibilities and division of labor of information security organizations
2.23. 4 4 FRE >HR security
2.24. 7 7 A ¢ ®Information asset management
2.2.5. 3 B~# 4] Access control
2.2.6. % #% 4 *# Cryptographic measures
2.2.7. F #4228 % 2 Physical and Environmental Security
2.2.8. T ¥ ¥ % 2 Information job security
2.2.9. i 3% > Communication security

22.10. T3 A SEB ~ B3 2
Information system acquisition, development and maintenance

2.2.11. & &7 B % Supplier relations
2212, i % > % = ¢ ZInformation security incident management

2213 ¥ EHFF R FTAL 2K
Information Security Aspects of Operational Continuity Management

2.2.14. ﬁ i 1. Compliance




OT

AU a

% i &4 Document Title : 3% 2§ RAERE £ 42 A 2 # iR Version : 04
Information Services Standard Operating Procedures = Page:5o0f 23 pages
% i %% Document No : A-A-1S0-24-004 % { P # Last modified date : 2025.02.18

FREFEEREY R2PPCI Fiber Optic Communications, Inc

3. # # RESPONSIBILITY

3.1 ST E IS System Information Management Office

3.2.

FRE AR P EA NP LR SRR R EAE T TR f kg
PFRFR R P REZTA FELTR R FE S A R R R FL
AR BEEAL  ARET  FARFREEFIEEI RS LR MR o s 4
FEFIR - THRBFTALX2FEAAS 287 A 227 F-FAX 2EELA -
Personnel responsible for the management, maintenance, design and operation of important
information systems, such as the research, establishment and evaluation of information
security policies, plans and technical specifications, and the research, use management and
protection of data and information system security requirements, etc. There should be an
appropriate division of labor, decentralized powers and responsibilities, and a checks and
balances mechanism should be established as necessary, staff rotation should be
implemented, and a manpower backup system should be established. We also strengthen
the training of information security management personnel to enhance the information
security management capabilities of all colleagues in the company.

.

ASFRE E A § Head of System Information Management Office

FEAPLNPRAIAGTAL 2FREA > fFRESHRR I 2T RITES
2oBFEAEEAFFE

Need to coordinate and promote information security management matters with various
departments of the company, be responsible for supervising the information security of
employees, and prevent illegal or inappropriate behaviors.
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4.1. F#% 2 ¥ X Information Security Policy

PRE I RERBEN P NA SEIRB TR LG AGIEL GBS # 2
g o A AR T A A TPRFRERFET Y 2T R4 T
“*i?ﬂ’”F#‘ﬁiﬁﬁﬂﬁﬁ‘w@ﬂwﬂﬂﬁﬁfAﬁiﬁ%“A’)
= ff]“}(ﬁ'_’l—‘»'—l% * i M FEEGE >~ Al ;"w‘:)i VR (iR A BB
qL) T 1"* A*EF&‘?/Z‘ ZAPE R JEEE 3 B ZEW %- = 'piF'\ A éﬁ'“i'j'w a\m’i‘\p?' ’ 'Tv"'\‘
p}& \ "Jﬁ-_ﬁ ﬂ)l’_z}#fﬁg‘@lF °
In order to protect the information of Shangquan Optical Fiber Company's products and
services from unauthorized access, modification, use and disclosure, as well as losses
caused by natural disasters, and to provide complete and usable information in a timely
manner, we are committed to Shangquan Information Security management to ensure the
confidentiality of Shanghua's important information assets (to ensure that only authorized
personnel can use the information), integrity (to ensure that the information used is correct
and has not been tampered with) and availability (to ensure that authorized personnel can
obtain all information) information required), and comply with the requirements of relevant
laws and regulations, thereby gaining the trust of customers, achieving commitments to
shareholders, and ensuring the continued operation of the company's important businesses.

4.2, T % > 5K p % Information security policy content
P

421 2P LB FTAL 2 F AL PRI FRAPME R (4o FU& 2 FE -7
ESRFISREEE B2 R FOREE CBATHEEZE) 2R

T o
The company's various information security management regulations must comply
with relevant government regulations (such as: Information Security Management
Law, Criminal Law, State Secrets Protection Law, Patent Law, Trademark Law,
Copyright Law, Personal Data Protection Law, etc.).

422 A2 FAX 2 ERERE FFEAX 2FIR2Z 22 HaH T ¥

Establish an information security management organization to be responsible for the
establishment and promotion of information security systems.

423 THFHFTULXD2HT VIO T EFTAL 25K ZE M F R T o
Regularly implement information security education and training, and promote
information security policies and related implementation regulations.

4.2.4.Li‘ii%§5,3}%ﬁ%,f§%i;§ﬂ%§ﬁr}: PR A fe s EH TR o
Establish a management mechanism for host and network usage to coordinate the
allocation and utilization of resources.

AL PRRERAGRGF LD 2ZHAE > AEHFT 0 3 AR A EESE AN .
ROl b G :'rTH-?k@ TG RGE SRR Y
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4

Before constructing new equipment, risk and safety factors must be taken into
consideration to prevent situations that may endanger system security.

4.2.6. P FERIE PR 2 RPN O A GEAEZ FBR0F o
Clearly regulate the usage rights of network systems to prevent unauthorized access.

427 Fgp P fEPAREF > EHRRSPIHFFT AL 2P EFELEN T AR
BRI REPRLIBETERETHLIIETIH W o
In accordance with the internal audit process, regularly review the use of all
personnel and equipment within the scope of the company's information security
management system, and formulate and implement corrective and preventive
measures based on the audit report.

428 2@ AR FASFFTUEX 22 F 3 X B T4 L T X > IR o
All company personnel are responsible for maintaining information security and
should abide by relevant information security management regulations.

429 TRE 2 FEFIR~ By PrEL g2
Information security management system documents should have clear management
specifications.

4.2.10. % ”PFQ?‘% EREFOFENEDRRFEF I LEZF R BT A A E N
ZFER R TR RLIPFRTAL 2P ﬁ B (ISMS) % 4p B 4L T 4445 £ 2=
MBEFEg 2 EFEgRe
If the outsourced manufacturer needs to re-entrust the company's outsourced business,
it should evaluate the information security risks related to the re-entrusted business. It
also requires outsourced vendors to conduct appropriate supervision and management
of subcontracted vendors in accordance with the Information Security Management
System (ISMS) and other relevant regulations.

4211 $FpIRE B X F R AEARY 0 RP T EMES S R L FAFTRL 2
2 4o td&%ﬁﬁ;ﬁ%tuéiﬂ,Wﬁﬂ*if%#%’Fﬁﬁmaﬂ
FERFTAZABRE s R FE2 7T H P FUPTTA(FBAFTH)EBE S
LES 41&%

In the process of internal and external project management, various information
security requirements related to the project should be clearly defined and stated, and
the results of the risk assessment should be used to determine and implement
information security control measures to ensure the security of internal and external
project information. Confidentiality, integrity and availability reduce the risk of
leakage of sensitive information (including personal data) and violation of laws.

AR RRREEINTUDPLHMA S ALET 0 3 @R AL E v A
R %—iﬁﬁéi&ﬁﬁﬁﬁé&ﬁﬁyit
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4212 A T 7 HAFTRRE (¢ s HEIUBFEE)Z VB4 P EER
LRPEEFRG > TXHHHTHATARE (¢ FHEABEFER)E 7 i
NEEFHNE TR G TE RRL G TEL SR EFR Y08 T
FPEREFAPTE  mER Y VIS TRRAE 2 ML e IRy
[ NNy UL A W
Management procedures for portable information equipment (including smart mobile
devices) and portable storage media should be formulated, requiring colleagues to
implement them, and regularly monitoring portable information equipment
(including smart mobile devices) and portable storage media. Conduct a risk
assessment, select appropriate control measures based on the results of the risk
assessment, and conduct regular audits on colleagues to ensure that the risks of using
portable information equipment and storage media are monitored and to reduce the
risk of leakage of confidential information.

4213 £ A AR B A HRETEAE B TR RPIRRE -
Important restoration of hosts or systems requires an off-site backup data backup
mechanism and regular testing and verification.

A214. ZRBFHELAFIAEF P RGoFTHEEZ AL > 22 £HH o
It is necessary to define backup strategies based on data classification, such as
databases and archives, and schedule backups regularly.

4215 F 2 EZX 2R PRFLTRET L EFIER -
Security threat indicators or suspicious behaviors need to be defined for identification.
42.16. HrilRfEp IR ER] > VEHF AR 0 TRETT APM AR~ F EBfoE R
Software licensing management guidelines to track asset licensing and ensure all
relevant agreements, laws and regulations.

4217 FIRFTA X 2L FEEFRLX 2 E TR B2
In accordance with the information security policy, an information security protection
Scenario record sheet needs to be established(x & A-A-1SO-24-004-01)

4218 A2 LATE B FHBT IR Lk AT HF RS o
Program updates and development must follow the System Analysis Template of the
Information Management Office.(i& f& A-A-1SO-24-004-02)
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4.

3. 7% % &3 % Information Security Office Organizational Structure

FEEHF B 2F- (R RAF RS F2AAMPERIR - §RRMR 1
FTAFTEAEFL > CHFLep IRahe T FLECRLELTR > Lol
EHRATRERR  FEALFHRAGEFL TR 2R EFHNT

The Information Security Office holds meetings every two months (additional meetings
may be held as appropriate) to report on relevant implementation status. The agenda of the
meeting includes information security incident handling reports, the progress of affairs
within each reporting group, matters requiring cooperation from each unit, and other
relevant suggestions or temporary motions. Management representatives need to report
information security implementation status to the general manager.

FEL ¢
¥
BT
¥
FE3
Tk
v ¥ ' ¥ ¥
FE BRI 2 FEaE e FE BRG] FEAPLE
EAFAF Ok | | FAFALE | [ JIRERETRE 2 | | TR 2FPCE
Re TR FEREFTASE | | 5ol p 2 iR | | FRE2APITE

REFTRE 21y
W

Board of Directors

v

General Manager's Office
v

Information Security Office

Chief Information Security Officer

|
v v v v

Information Security

Information security Information Security Information Security

Response Team maintenance team Technology and Review Team

Implementation Team

Response and contact
unit for major
information security
incidents

Information security
incident handling unit.
Information security
equipment asset
maintenance.

Develop and recommend
information security policy
objectives and technical
standards
Provide information
security training and
enhance awareness

Information security
audit operations
Information security
review operations

R NS E A AP

B
BT - RS S R

2 4 A& o

HIEFT 0 R E R A
A E R AL




OT

S kg ERpy 2 PRCT Fiber Optic Comunications, Inc

AU a

% i &4 Document Title : 3% 2§ RAERE £ 42 A 2 # iR Version : 04
Information Services Standard Operating Procedures = Page: 100f 23 pages
% i %% Document No : A-A-1S0-24-004 % { P # Last modified date : 2025.02.18

4.4, %% BH F# % B 1 £ Photographic Equipment Data Extraction Work Instructions:

éWﬁﬁﬁﬁﬁ%ﬁﬁ%ﬁﬁﬁﬁﬁﬁﬂii%%ﬁﬁﬁT’ﬁﬁiiﬁﬁ%?
Ao TFREFTH -

In order to ensure that all photographic equipment in the company can extract data safely
and achieve simplicity and convenience while complying with information security
regulations.
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5. 3% # W Architecture diagram

51. F% ¢ BFRE ¥ A 42K Information security management standard
operating procedure flow chart

A 4
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Information system
permission application form
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Application Form
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Information Service Test
Report Form

Information program change
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'

Information Service Test
Report Form

Information Security
Incident Questionnaire

SA job process template
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Information security protection
drill records
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5.2. #&%: B+ 7 ##& B ¥ £ /=42 K Photographic equipment data extraction operation flow
chart

¥t H e

¥ ¥ /i A2 Work process ; i
£ P Responsible unit

EDFHRET =
Photographic equipment is
used up

A

I F AR R Bl
#: Go to the data extraction
station to connect the
photoaraphy equipment

'

W EH TR TR
P~ xLExtract photographic
equipment data to the data

extraction station

l RS L
TR B T AR 7 e B PEH _
The data extraction station Photographic
encrypts the data equipment users
\ 4

Wby $f§,m;v L @ﬁ.;]‘
ip ZFF & Transfer
encrypted data to the

specified folder

v

Wk TR
Clear data from
photography equipment

A 4

oAz & End of process
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53. FA% 2 F R ENFHM (Information Security Management Organizational Chart)

e
v
FEEFLE
A\ 4
v v v v v v
PRl s || FRERA || LAk e gk || SRk || MR
v v
%za—"%;{‘fsz g R o
5 oSk BEET ZR
¥k R O
B i B
General Manager
v
Information Security Officer
4
v v v v v v
R&D Engineering Center Resource Production Marketing & Quality Assurance Finance Division
Management Division Sales Division Division
v Division
Smart Manufacturing Business Strategy
R&D Division Center
Silicon Photonics Occupational
Packaging R&D Safety Office
Division

Automation Technology

Development Division

{ #7p ¥y 2025.02.18
AR RERATRPF NP LMAE  ALFT Tl AFE SRS v A5 o
R W :ﬁuﬁ-’—’ré« TEFRROE SRS CEE
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54 ¥R FAZE 2 F IR 2 48 M 13 B Identify relevant stakeholder groups of

|nformat|on security management systems:

Lmamngﬁ@@*»Am«ig W R Gk (¢ 3 EAHFT RN R) AL
IAFREBIFTEHRT VR Nxe B A T X L@

Regularly confirm the needs of stakeholder groups for information security management

systems (including customer requirements for information security), conduct social

engineering drills, and employee security education and training to comprehensively

enhance colleagues’ information security awareness.

5.4.1.

5.4.2.

5.4.3.

5.4.4.

5.4.5.

5.4.6.

5.4.7.

5.4.8.

RS gt S R T IS }J;,’),Pl’l\

FlERBERF 2 P rrz TETR EFLXFRA|R 3 E 7
Develop complete, standardlzed and clear operating procedures to allow information
security management to operate in an institutionalized manner

THRERGFHE BRI BRGIEP THE G F F ORI E RSB HE
Conduct risk assessments regularly to identify high-risk projects and invest
appropriate resources to reduce or transfer them

B LA L S HE Y PR G ey o 3R MR v RE R R
Achieve timely and effective identification, protection, detection, response and
recovery through the use of various tools and technologies

FEXFXREAFTEREEIARTENA NP R AEHTAE 2F R4
eRP o HRPEFERZ 2R

Establish an information security abnormal incident response and recovery operation
process, with a view to quickly isolating information security incidents, eliminating
threats, and reducing the scope and degree of impact.

THP TR LSRR RAR O iR G ool
Regularly perform disaster recovery drills for critical application systems to ensure
their effectiveness

FE AN IEP O RARFER R SR iRV E S
Conduct internal and external audits regularly every year to review the entire
management system to ensure normal operation and continuous improvement

FHEMRAFTOFT X T Fjiv > Bp I ? WA B PEFIEE > 1L AR ATE]
(eI A SLE R n) W

Continue to pay attention to new information security information and technologies,
and keep defense or management methods up to date to effectively block new types
of information security threats and reduce operational risks.

B IFALBS ORI FTAL2RELIS - i1 2 F
R HIRP T A > RBIE I FTERGAE # Y
Nﬁo#”%#p&m+ﬁ’é%&%ﬁiﬁﬁﬁﬁ#WW“

ﬁ“ﬁJFrﬂ”“&*ﬁﬁigﬁﬁokﬁ *”ﬁléﬁ?a
o B ALY s 23 ELEEY S5 iRy UERFTNL 22 b R

R

P A 0 AW o A EEE A S H v AN o
S R R E R At LT
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Strengthen employee security awareness: In order to implement the concept of
information security to every employee, the company conducts social engineering
drills every quarter, simulates phishing emails from hackers, and tests employees'
awareness of security risks, supplemented by information security promotion and
education training. Information security e-newsletters are released monthly, including
the latest information security trends and recent major domestic and international
information security incidents, to enhance colleagues' awareness and vigilance of
information security. At the same time, when employees violate information security
policies, they will be punished and used as a reference for performance management
to reduce information security risks and the impact on company operations.

5.4.9. feBe 2 A AeriBEU RS HE ST E B AT W o R PN Rk S T
iR P BURE A S B AR R erilazangp 4 K,f 1 E E RN 53
BfFd 0 P E LA LR R EHE TR AR R EM A G
FlA L f AT R B PR P FE G 2D o B P LB R R
BREZ (AL 2R CBEFEI T LI ENLT 2F BRI A% WS IRFA
EREE AR SN R ot sk C
Network and system vulnerability detection: In order to protect company and
personal information, as well as internal and external communication systems from
losses caused by human factors such as leakage, theft, destruction, or natural disasters,
in addition to quarterly internal vulnerability scans, annual Regularly entrust third-
party professional units to conduct network and system penetration tests to reduce the
impact of human factors or natural factors on the company's operations. Its purpose is
to understand and evaluate the organization's network environment and system
security status, verify the security level and effectiveness of the current information
security protection, and use it as a method to reinforce loopholes, improve methods,
and enhance system security.

5.5. I 14 B # % 2 Software Development Security

RS RME S 2 &38 (Software development lifecycle » SDLC) &% 2 » i
SRl =45 (ShiftLeft) & 24 2% M JAF 2 @@ S 4 £ FE R
& 2dpilfomini > 2 @ %~ 7 DevSecOps ( Development, Security and
Operations ) ##] > £ 5: * 7T BF B ~ FBEE TL BB E & o PR
£ 2 = & 37 (Software Composition Analysis * SCA ) HiF4e » B3 (T £ 48? » 1Y
REFHOZD2ET > FARY B TR HAENBL 2FHAI T LA B4R
ik o

In order to control the security of the software development lifecycle (SDLC) in advance,
achieve test shift left (Shift Left) security, and reduce the cost of application system
information security and maintenance, and must follow design and development safety
guidelines and confirmation checklists, the company introduced DevSecOps (Development,
Security and Operations) mechanism, and strengthened the collaborative cooperation
between the development team, maintenance team and information security team. At the

R RRBH RO IR LHA  REFT 0 WS S v
BT B - ARl T R R AR SRS
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5.6.

5.7. -

same time, Software Composition Analysis (SCA) technology is added to the development
process to improve the safety quality of software, Before system applications go online,
code security scans are performed and vulnerabilities are fixed before going online..

FTEXERiIifpaFH ‘# # Information security alert notification and incident
management:

1“‘347?? FEFRRF  mESTFT AL 2T R AR A JIE S R
PHZ FEFIR T LA FFNLX2FEFAPF AGUFE LR L T
BAERR N w4 iR E A ERL TN BT o RFEE L (ATP) £
FEEHY ~ (SOC) duf (t44] > tF HMFX L F TR FX T2 R )
PARRAGEHEFTLXENLFEFFTEE > i T 4@ GRS BBH -
In accordance with the mformatlon security incident management specifications, ensure that
the reporting, classification, grading, processing, statistics and tracking of company
information security incidents are institutionalized and systematic. When an information
security incident occurs, we will quickly report and respond to it, and respond within the
shortest time to ensure the normal operation of all businesses. Introduce the operation
mechanism of Advanced Persistent Threat (ATP) monitoring and Security Control Center
(SOC). Together with the resources of external security experts, the staff of the security
maintenance and response team quickly grasped security alert notifications and intelligence
incidents, and strengthened and accelerated the detection and response mechanism.

“'WB’F—“W

ut

¢ 4R B i R Disaster recovery drill:

@?Lﬁiiiiﬁxi w’ﬁiéigﬂfaﬂé+xﬁiﬁa%ﬁmﬁ
#3‘? 5§‘m& NP HFE L g ol BT - =< ,?JFé«g Es i) ,ﬁﬁﬁ f B ;7}’2»% '3:}3‘: 5%—»;5:
T E r":,I ,\,/,E%%‘?% » FE o R AERE R A EE A Y TR R AR

?%.im»—g}\ RS ETIMERT X AnFFFIET iR
ﬁ: P%"“'\*m'fl)v?/—&ﬁj*-&;"'“—k iE B3 Kl}"’gl)’lpa]l?
Jiﬁ‘@‘\‘ "Ei{ o BEHRFAZ T FREE S AERA P ;' TRl M~ RE T L
*??r}"%é-@?ﬁ‘?l?/?pi‘ﬁ%m" f"f”t"/rlg‘}i ez W T E o G4y kiR
PeloHh B fe R N A o

In order to ensure the sustainable operation of operations and important businesses and
avoid the risk of unsustainable services for important information systems due to major
disaster events, the company conducts tests or written drills at least once every six months
on the information business operations continuation plan or information security incident
emergency response plan. To ensure that the company exerts its disaster response
capabilities at critical moments and uses the disaster recovery mechanism to quickly return
to the company's normal or acceptable operating levels, so that key application systems can
continue to operate and ensure that the company's operations are not interrupted. In addition,
the computer center's backup managers select some backup storage media or backup
devices at least once a year to conduct a backup data restore test to confirm the readability
of the backup data, the availability of the storage media, and the test procedures for

Ao A kR R LR P2
&@ﬁa:x—ﬁyﬁéf&?%ﬁﬁé&ﬁﬁyt$%r
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restoring important assets. Feasibility to ensure that effective backup operations can be
completed within the time allocated for recovery operation steps.

2022 & 2T Y S EHT A F A AREFTHEE S EERT 0 HF PRETEN S
RERFEAR LT FRE ER 2T o LR RITREG ST > T
AR T EFLFREAERE > BFEH A 2ERDF RIS X 2AR £ o
(RPO) =09 /] P LEEFEFALL A AT FLFRIRBAERFEFT (RTO)
=18.83 /] ¥ o

Computer Center selected 30 backup storage media for 7 major functional systems and
databases, and successfully completed the backup data restore test. The results of the annual
global computer center disaster recovery drill show that the maximum tolerable data loss
time when a disaster occurs, and the implementation of security requirements and the roles

of security personnel also need to be formulated. (RPO) = 0.9 hours. After a disaster, the
maximum tolerable information service recovery time (RTO) = 18.83 hours.

5.8. 2 FR#%3#* s Cloud service evaluation:

58LFAZHEFDEN > mFHE L RED BRI 4 frigmk o
Review the qualifications of cloud providers to ensure they have the ability and
experience to provide cloud services.
5.82. 83" ZHIRIFE Y > P oI £ 5%
Sign a cloud service contract to clarify the rights and obligations of both parties
583 THHIR/FF LM nmFE MR T
Regularly audit cloud providers to ensure they comply with relevant regulations
5.84. T AP ZHRBOT X FH LT F %
Regularly check whether the information security control measures of cloud services
are effective
585. T A1 TR * £ F B LAPM AT
Regularly check whether the use of cloud services complies with relevant regulations
5.8.6. T A1 2 HIRArenY ELF R
Regularly check whether the operation of cloud services is stable and reliable
5.87. ZHRMBEFE A FEUFE RARY L
Notification of major incidents and emergency response for cloud service providers
58.8. 4] X2 RIF T chF & ¥ Lac et -
Develop information security management policies and methods for cloud service
providers.




e YRESAERHF AFRCI Fiber Optic Commmications, Inc

AU a

¥ i L4 Document Title * Fu% » § ZREFELR ¥ B 4% Version - 04
Information Services Standard Operating Procedures = Page: 18 0f 23 pages
% i %% Document No : A-A-1S0-24-004 % { P # Last modified date : 2025.02.18

5.9. % ;xR 2 3= & % % Evaluation and review of information security policies:

AFRBEL P FETFREF A X UFPRRTEE 2R~ F L HEE
NPEBREZEMFRRR O RESIFTALX 2 EJIR DT FHE G A
oy E ok g § PRI 4

Evaluation and review of information security policy: This policy should be evaluated and
reviewed at least once a year to reflect the latest developments in government information
security management policies, laws, technology and company business, etc., to ensure the
feasibility and effectiveness of the company's information security management system.
effectiveness to maintain operations and the ability to provide appropriate services

5.10. ¥ % 2122 Cybersecurity Framework2.0

‘%‘« LAY é.E;;KCSFVW""

NIST CSFo it @ B S enfesf » X 2V MFRE D Eir
5 o NIST#-% { 5 T &

FolEE ERDOT BEIIILfE o FHREE 21ZHCS
WF?N&%WUEmm&iK’T%*$wd¢‘g% Ewwﬁ%@ﬁmﬁﬁﬂj
TS S  FE R Y & R R R @7 WL AECSE
fe A B RS S I R w s PR M2 ATH D TR BEI Y i
2o REdgs 0 EABRT PO N F A BRAAH T FTAL 2 f
e °
The NIST CSF is intended to provide a high-level framework and can be extended to any
organization, but may make it difficult to understand the intent of the CSF's subcategories.
For the Cybersecurity Framework CSF version 2.0, NIST will present it in a more "simple,
clear and action-oriented” process and use examples to allow organizations to understand
specifically how to achieve the expected results of the subcategories to ensure that it is
relevant to various organizations. Both scale and flexibility apply. It is expected that
through the six major functions of CSF, namely identification, defense, detection, response,
recovery, and the newly added "governance", by utilizing and connecting globally
recognized standards and guidelines, but not replacing them, the organization can achieve
its goals. Expect the value of information security.

5.10.1. 3% [dentify:

e w #« P B % %L~ Pﬁé‘ N F*;},' SR HRERE R R 'g I AT o
Develop the organization's understanding of cybersecurity risk management related
to systems, assets, data, and capabilities.

N
O rn

@FAFZ (IDAM) #uiiv Ru i SAFED DT 4| ~RH
SEE RS kB AP ER R R HERE S 5 p R % R

HrugFaeFgmo
Identify the data, personnel, equipment, systems and facilities that enable the
organization to achieve its business objectives, and manage the above assets
according to their relative importance to the business objectives and the
organization’'s risk strategy.

(D)F £%3 (IDBE) : B jaighenié b~ B FlEAHF 12 j5f > 3

AL PRRRTGRGFAPLMAE > AEFT 0 3B
ROl b G :'KTM&@ IEH R KA B pE e
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Understand and prioritize the organization's mission, goals, stakeholders, and
activities. This information can be used to inform decisions about cybersecurity
roles, responsibilities, and risk management.

()i (IDGV) '‘Bfeed* KL EmE 24 'k~ HB 2 EFEE
TR R BB R R ﬁ’ LIRSS 3 R W gl A
Understand the policies, procedures, and processes used by the organization to
control regulatory, regulatory, risk, environmental, and operational needs and
inform the management of cybersecurity risks.

(i *&3=% (IDRA) @ 2 RB 25 MeRy& (32 b~ #i ~ 282 &
E) ~ERF AR AR ORRL 2R ‘ﬁ
The organization understands the cybersecurity risks related to the organization's
operations (including mission, functions, image and reputation), organizational
assets and people.

)Rk *& gLz (IDRM) :leskaz > 5 B8R 'g A L hiBLm A ~ ]
RFR %R B o
The organization establishes priorities, limits, allowable risks, and assumptions
for decisions regarding operational risks.

(f) ¥ Reddh % § 92 (ID.SC) : lmiad > 5 B & ddh '& § A enip Log
Foos U~ RRER R RGREK o e @ F R 3RE R g IR AR e o
A o
The organization establishes priorities, limits, allowable risks, and assumptions
regarding supply chain risk management decisions. The organization also has
processes in place to identify, assess and manage supply chain risks.

5.10.2. F# 3 Protection:

FREZFHRY DX 2N o FEFEMERAHIRGEE L EF T
Develop and implement appropriate security measures to ensure the normal operation
of critical infrastructure services.

@) P44l (PRAC) @ 7 3Ff &ffen s |~ B R B A7 U 3BT A
ﬁﬁﬁﬁh’i%’ifﬁzéﬁv T A BISERE
Only authorized personnel, processes or equipment are allowed to access assets
and related facilities, and their activities or transactions must also be authorized.

(D)L o' B (PRAT) et ffod THRFHFFRT T2 ABKT
oo T2 RFFUEEFTHE DM DT TR £ Jodp M st Az
ME LR - R o
Organizational personnel and upstream and downstream vendors need to have
information security awareness education and training, and be able to carry out
their responsibilities and obligations related to data security, consistent with
relevant policies, procedures and protocols.

R
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(©F#% 2> (PRDS) @ gILENILE e 50 frafmE T apa
ER-TeR RN X WS A
Manage information and records in a manner consistent with the organization's
risk strategy for protecting the confidentiality, integrity and availability of
information.

(A)F 3 FERA oA (PRIP) ©she 2 25 (29 5 8&FIP -
Bl &d ~Fid~ gKFENE ERFANLEIT) ~ A2 2R > % Rg 1L
WARE FTMF A g o
The organization has security policies (which address purpose, scope, roles,
responsibilities, management commitment and inter-organizational cooperation),
processes and procedures to manage the protection of information systems and

information assets.

() (PRMA) @ 1ife% 2rcfrinfe— Ren> 3% QA3 121 E i)
BAFR A it o
Maintain or repair components of industrial control or information systems in a
manner consistent with security policies and procedures.

() & (PRPT) @ FEBENET 23X > mE N2 FTADET 22 B
Mo T8 edp B T AR BRR - R oo
Manage technical security programs to ensure the security and robustness of

systems and assets and are consistent with relevant policies, procedures and
protocols.

5.10.3. 1 ;P Detect:
FEEFHT URERRL 2T EF L DEE
Develop and implement activities that identify cybersecurity incidents as they occur.
@QFF2%F# (DEAE) 7 UZ N RIFEFEH T UBREE EDEL
B
Abnormal activities can be detected in a timely manner and the potential impact of
the event can be understood.

b)y% 2454 (DECM) @ H T HFTM LA E FTAE > B ERt 2>
¥ X R R eIk o
Regularly monitor information systems and assets to identify network security
incidents and verify the effectiveness of protective measures.

()i plin4z (DEDP) : ME W PIIRALZE £/ » ¥ 7 KRR FAEFT UE
PP gt B R
Maintain detection processes and procedures and test them to ensure that
abnormal events can be notified promptly and appropriately.

5.10.4. v J&Respond:

FREEFEE o S BRI RRE 2T REFFR -
Develop and implement activities to respond to detected cybersecurity incidents.
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FREFEEREY R2PPCI Fiber Optic Communications, Inc

(@w &334 (RS.RP) 72 @ w RiARIAL R o Fr R4 0 R Bl enie gt %
2R HEV AR o
Implement and maintain response processes and procedures to ensure timely
response to detected network security incidents.

()L (RSCO) & it $lfep Hfert fenfl £ oM i~ dest v > £ &0
s W ERGEE et vt g e
Response plannlng is conducted with internal and external stakeholders and, if
appropriate, may include external support from law enforcement agencies.

()~ 47 (RS.AAN) : A 47enp cnE B i3 BTG P> T A454 ¥ 1Y
X AFRRER o
The purpose of analysis is to ensure that an appropriate response occurs, and
analysis can also support recovery activities.

(@)% (RSMI) gt - Fd h@FLF R g - SRAPFE - 22 40%
This activity is carried out to avoid the expansion of the incident, mitigate its
impact, and eradicate the incident.

(€):cie (RSIM) BB EFRURFB L v BREE Y R FngRi &
ﬂﬁ%ﬁw@%@o
Improve the organization's response activities by integrating lessons learned from
past detection activities or response activities.

5.10.5. 42 /» Recover:
FREZFEFEE > A eR Rl RRTT ARRES 2T &Y I
4 g\ nJF»zZ» o

Develop and implement activities to maintain the organization's resilience plan and
restore all capabilities or services damaged by a cybersecurity incident,

(zal)f,s.b%r’Li | (RC.RP) 372 M4 RinAE{ode A > FE R FI BT 2B L0
SSLE T AT LR BFRAR o
Implement and maintain recovery processes and procedures to ensure that systems
or assets affected by network incidents can be recovered in a timely manner.

(b)scie (RCIM) : B BH & 5% 3! > R AR RITATRA » 2L FBA kin
BE o
Improve recovery processes and procedures by integrating lessons learned to
prepare for future activities.

(@& (RC.CO) 4 R dlfrp 3vfoshdnend - A2t (7 » bl4ole it &
/,_y_fﬁ'vp’?s Pl s AR Fﬁjﬁﬁl” X N F et B % Seerrry K i = '—F*,’—'Flk ~H g
XERBR e 2 @r@ °
Recovery planning is conducted with internal and external parties, such as cyber
crisis management and coordination centers, Internet service providers, owners of
the systems that initiated the attack, victims, other computer security incident
response teams, and vendors.

R
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5.10.6. ;532 Govern
EHEHE (GVOC) > B % F{ (GVYRM) » &4 ~ F iz
(GV.RR) i (GV.PO) » £4 (GV.OV) - g% > ik dah ' F 2
(GV.SC) -

5.11. #&% B+ ¥ # & B ¥ ¥ %2 Photographic equipment data extraction work methods

5111 AP HFFHE* = &
The photography equipment in the production line has been used
5112 #F BH # * L D ASRP FAEI
Users of photographic equipment go to the data extraction station in the production
line
5113, #-&R Bt ) TH -1 2 TR &P
Take out the data from the photographic equipment to the data extraction station
5114 F MK BB NPT R T NE p BT
The data taken out from the data extraction station will be automatically encrypted by
the computer.
5,115 JEF a4 Boxb ¢ e 4o TR fg‘iﬁ%ﬁ‘l%ﬁi B Ajp g
Transfer the encrypted data from the data extraction station to the folder designated
by the user of the photographic equipment

5.116. #-#¥ FH # FALif*4 Clear data from photographic equipment

AR PRARBHGERGT NP 2LMAE ) AEHV > A ERE TN E A .
B
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6. #p ¥ * * REFERENCES

1. ISO/IEC 27001:2013 (Information technology — Security techniques — Information
security management systems — Requirements)

2. Fi % »>¢ 1 Information Security Management Law
(https://law.moj.gov.tw/LawClass/LawAll.aspx?pcode=A0030297)

7. %+ RECORD
1. T3 =% > P& F R % & Information security protection Scenario records(A-A-1SO-24-

004-01)
2. TP LRek Sua 45 #09F Information Management Office System Analysis Template(A-

A-1SO-24-004-02)
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